
DEVELOPING THE NECESSARY SKILLS TO PERFORM A RISK ASSESSMENT BASED ON THE 
OCTAVE METHOD

SUMMARY
In this three-day intensive course participants develop the competence to master the basic risk management elements related to 
all assets of relevance for information security using OCTAVE method. The OCTAVE method (Operationally Critical Threat, Asset, 
and Vulnerability Evaluation) was developed by CERT (Computer Emergency Response Team). Based on practical exercises and 
case studies, participants acquire the necessary knowledge and skills needed to perform an optimal information security risk 
assessment and manage risks in time by being familiar with their life cycle. This training fits perfectly in the framework of an ISO/
IEC 27001 standard implementation process.

PECB RISK ASSESSMENT WITH  
OCTAVE METHOD

▶▶ A copy of the official documentation on OCTAVE published by CERT is given to participants 
▶▶ Participant manual contains over 250 pages of information and practical examples 
▶▶ A participation certificate of 21 CPD (Continuing Professional Development) credits is awarded to the participants

COURSE AGENDA

GENERAL INFORMATION

Day 1 Start of a risk assessment with OCTAVE

Day 2 Assessment of vulnerabilities and risk, according OCTAVE

Day 3

The OCTAVE Method Implementation approach and conclusion & Exam

PECB’s 3 Hour RISK ASSESSMENT WITH OCTAVE METHOD Exam is available in different languages. Candidates who fail 
the exam will be able to retake the exam for free within 12 months from the initial exam date.

After successfully completing the exam, participants can apply for the credentials of PECB RISK ASSESSMENT WITH OCTAVE METHOD.
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