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Program Overview 
This interactive and practical foundation course is designed to provide an introduction to 

information security management (ISM) systems as set out in ISO/IEC 27001:2013. Information 

security covers many issues, from copyright to internet security, and the proprietary information 

that an organization has is now recognized as one of its main assets. Ensuring the security of this 

information is thus a primary responsibility of senior executives in preserving the value of the 

organization. 

Duration 
1- Day Program 

Learning Objectives 
At the end of this training, participants will be able to: 

 Interpret the basic requirement and principles of ISO/IEC 27001:2013 and how they apply in practice

 Undertake a survey of their own organization and determine any weaknesses that need to be addressed

 Have an appreciation of the technical challenges likely to b encountered in implementing ISM systems.

Target Audience 
 Members of an information security team

 IT professionals wanting to gain a comprehensive knowledge of the main processes of an 

Information security Management System (ISMS)

 Staff involved in the implementation of the ISO/ IEC 27001 Standard
 Technicians involved in operations related to an ISMS
 Auditors
 CxO and Senior Managers responsible for the IT governance of an enterprise and the management 

of its risks

Program Structure and Outline 
This course is a combination of instructor-led lectures and group activities. 

 The Information Security Management System

o About ISMS and its process approach

o Establishing, monitoring, maintaining and improving an ISMS

o ISMS critical success factors and benefits

 The ISO/IEC- ISMS family of standards

o Overview and terminology

o Specifying requirements

o Guidelines

o Sector-specific guidelines

 Case Study Analysis
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