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Program Overview 
This 1-day program explains the basics of risk management designed to assist the 

implementation of information security based on a risk management approach. Knowing 

the concepts in establishing, implementing and evaluating an effective Information security 

risk management will be featured based on the guidelines specified in ISO/IEC 27005:2011. 

Duration  
1- Day Program 

Learning Objectives 
At the end of this training, participants will be able to: 

 Appreciate the basic concepts of Risk Management in Information security

 Go through with the elements of Information Security Risk Management framework based on the 

guidelines specified in ISO/IEC 27005:2011

 Get ideas on techniques and other practices that help compliment the implementation of an 

Information Security Risk Management

Target Audience 
 Members of an information security team

 IT professionals wanting to gain a comprehensive knowledge of the main processes of an 

Information security Management System (ISMS)

 Staff involved in the implementation of the ISO/ IEC 27001 Standard
 Technicians involved in operations related to an ISMS
 Auditors
 CxO and Senior Managers responsible for the IT governance of an enterprise and the management 

of its risks

Program Structure and Outline 
This course is a combination of instructor-led lectures and group activities. 

 An overview of Information Security Risk Management

 Context Establishment

 Information Security Risk Assessment

 Information Security Risk treatment

 Information security risk acceptance

 Information security risk communication and consultation

 Information security risk monitoring and review
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